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YǳǊǳŎǳ hǊǘŀƪƭŀǊ ǾŜ ¸ǀƴŜǘƛƳ YǳǊǳƭǳ

mƐǊΦ DǀǊΦ 5ǊΦ mȊƪŀƴ YLwLY
ÅePati{ƛōŜǊ DǸǾŜƴƭƛƪ !Φ Φ 
¸ǀƴŜǘƛƳ YǳǊǳƭǳ .ŀǒƪŀƴƤ

ÅaŜǊǎƛƴ «ƴƛǾ. .ƛƭƎƛ Tǒƭ. !Ǌǒ. Uyg. Mrkz.
Akademisyen

Å¢Φ/Φ /ǳƳƘǳǊōŀǒƪŀƴƭƤƐƤ .ƛƭƛƳΣ ¢ŜƪƴƻƭƻƧƛ 
ǾŜ ¸Ŝƴƛƭƛƪ tƻƭƛǘƛƪŀƭŀǊƤ YǳǊǳƭǳ 
{ƛōŜǊ DǸǾŜƴƭƛƪ 5ŀƴƤǒƳŀ YǳǊǳƭǳ «ȅŜǎƛ

Å¢ǸǊƪƛȅŜ {ƛōŜǊ DǸǾŜƴƭƛƪ YǸƳŜƭŜƴƳŜǎƛ 
(SGB ve SSB Himayelerinde)
Firewall Test Kriterleri Belirleme 
YƻƳƛǎȅƻƴǳ «ȅŜǎƛ

Å¢{9 {ŜǊǘƛŦƛƪŀƭƤ .ŜȅŀȊ  ŀǇƪŀƭƤ IŀŎƪŜǊ

ÅCisco CertifiedTrainer

ÅFreeBSD Project Contributor
Network Academy

mƐǊΦ DǀǊΦ YǳǘƭǳƘŀƴ YT.wT¢
ÅePati{ƛōŜǊ DǸǾŜƴƭƛƪ !Φ Φ 
¸ǀƴŜǘƛƳ YǳǊǳƭǳ .ŀǒƪŀƴ ±Ŝƪƛƭƛ

ÅMersin «ƴƛǾΦ .ƛƭƎƛ TǒƭŜƳ 5ŀƛǊŜ .ǒƪΦ
Akademisyen

Å¢{9 {ŜǊǘƛŦƛƪŀƭƤ .ŜȅŀȊ  ŀǇƪŀƭƤ IŀŎƪŜǊ

ÅCisco CertifiedTrainer
Network Academy

mƐǊΦ DǀǊΦ N. Can KIRIK
ÅePati{ƛōŜǊ DǸǾŜƴƭƛƪ !Φ Φ 
¸ǀƴŜǘƛƳ YǳǊǳƭǳ .ŀǒƪŀƴ ±Ŝƪƛƭƛ

ÅaŜǊǎƛƴ «ƴƛǾ. .ƛƭƎƛ Tǒƭ. !Ǌǒ. Uyg. Mrkz.
Akademisyen

ÅPostgreSQL Contributor

ÅCisco CertifiedTrainerNetwork Academy



ePati{ƛōŜǊ DǸǾŜƴƭƛƪ IŀƪƪƤƴŘŀ

Åнллс YŀǎƤƳΩŘŀ aŜǊǎƛƴ ¢ŜƪƴƻǇŀǊƪΩƤƴŘŀkurularak 
Mersin ¢ŜƪƴƻǇŀǊƪΩƤƴƛƭƪ ŦƛǊƳŀǎƤ ƻƭƳǳǒǘǳǊ

Åнлмм ȅƤƭƤƴŘŀƴ ōǳ ȅŀƴŀ 5ah ¢ŜƪƴƻYŀǘŀƭƻƎΩŘŀȅŜǊ ŀƭƳŀƪǘŀŘƤǊ

Å¢ǸǊƪƛȅŜ {ƛōŜǊ DǸǾŜƴƭƛƪ YǸƳŜƭŜƴƳŜǎƛ «ȅŜǎƛŘƛǊ

ÅTƴƻǾŀǎȅƻƴƻŘŀƪƭƤ œŀƭƤǒŀǊŀƪΣ ȅŜǊƭƛ ςƳƛƭƭƛ ǸǊǸƴƭŜǊ ƎŜƭƛǒǘƛǊƳŜȅŜ ǾŜ ƪŀǘƳŀ ŘŜƐŜǊ 
ǸǊŜǘƳŜȅŜ ǀƴŜƳ ǾŜǊƛǊ

ÅYǳǊǳƭǳǒƻǊǘŀƪƭŀǊƤƴƤƴǘŀƳŀƳƤAkademisyenolup Mersin«ƴƛǾŜǊǎƛǘŜǎƛΩƴŘŜhalen
ƎǀǊŜǾȅŀǇƳŀƪǘŀŘƤǊ.!ȅƴƤzamanda4691ǎŀȅƤƭƤyasaǳȅŀǊƤƴŎŀMersin«ƴƛǾŜǊǎƛǘŜǎƛ
ǘŀǊŀŦƤƴŘŀƴTeknoparktaƎǀǊŜǾƭŜƴŘƛǊƛƭƳƛǒƭŜǊŘƛǊ.

ü ePati{ƛōŜǊ DǸǾŜƴƭƛƪ !Φ Φ

ü YǳǊǳƭǳǒ ¸ŀǇƤǎƤ





Standart ve Sertifikasyonlar

MĶLLĶ GĶZLĶ/ NATO GĶZLĶ
TESĶS G¦VENLĶK BELGESĶ

YǳǊǳƳǎŀƭ ¸ǀƴŜǘƛƳ {ǘŀƴŘŀǊǘƭŀǊƤ

EAL4+

«ǊǸƴ {ŜǊǘƛŦƛƪŀƭŀǊƤ

FIREWALL ïA SINIFI
¦R¦N UYGUNLUK BELGESĶ



EAL4+
CERTIFIED

¢«wYT¸9ΩbTb ¢9Y 

¸9bT b9{T[ D«±9b[TY 5¦±!wL



TRtest - A SEVĶYE FĶREWALLUYGUNLUK BELGESĶ

ANTĶKOR YENĶ NESĶL G¦VENLĶK DUVARI



«ǊǸƴ tƻǊǘŦƻȅǸ

NGFW -¸Ŝƴƛ bŜǎƛƭ DǸǾŜƴƭƛƪ 5ǳǾŀǊƤKriptolu Dual Layer SDWAN

Å aŜǊƪŜȊƛ bDC² ¸ǀƴŜǘƛƳƛ
Å aŜǊƪŜȊƛ [ƻƎ ¸ǀƴŜǘƛƳƛ

Merkezi SDWAN ̧ ǀƴŜǘƛƳƛMulti -Zone SSO (SAML & OpenID) 
SSLVPN Gateway

SSO SSL VPN

ZTSA - Zero Trust Service Access



ς.ŀǒƭƤŎŀ .ŀǒŀǊƤ IƛƪŀȅŜƭŜǊƛƳƛȊ

T.C. CUMURBAķKANLIĴI

SAVUNMA SANAYĶĶ BAķKANLIĴI



ü DǸǾŜƴƭƛ !Ǌ-DŜ ¸ŀǒŀƳ 5ǀƴƎǸǎǸ

Å 31 «ƭƪŜŘŜgerli Common Criteria EAL4+ ǎŜǊǘƛŦƛƪŀǎƤ, ǸǊǸƴƭŜǊƛƳƛȊƛƴ
ǘŀǎŀǊƤƳƤƴŘŀƴƎŜƭƛǒǘƛǊƛƭƳŜǎƛƴŜΣtestǎǸǊŜœƭŜǊƛƴŘŜƴŘƻƪǸƳŀƴǘŀǎȅƻƴǳƴŀ
kadarprofesyonelbirȅŀǒŀƳŘǀƴƎǸǎǸƴŜsahipƻƭŘǳƐǳƴǳŘƻƐǊǳƭŀǊ.

EAL4+

ς{ǸǊŘǸǊǸƭŜōƛƭƛǊƭƛƪ

ü «ǊǸƴ DǸǾŜƴƭƛƐƛ aǸŘŀƘŀƭŜ 9ƪƛōƛ όt{Lw¢ύ

Å OƭŀǎƤ ȊŀŦƛȅŜǘƭŜǊŜ ƪŀǊǒƤ ǇǊƻŀƪǘƛŦ ōƛǊ ȅŀƪƭŀǒƤƳ ǎŜǊƎƛƭŜȅŜƴ t{Lw¢ 
ǇƻǊǘŀƭƤΣ ŜtŀǘƛΩƴƛƴ ǸǊǸƴ ŘŜǎǘŜƐƛƴŘŜƪƛ ƻƭƎǳƴƭǳƪ ǎŜǾƛȅŜǎƛƴƛ ǾŜ ǒŜŦŦŀŦ 
ǇǊƻŦŜǎȅƻƴŜƭƭƛƪ ŀƴƭŀȅƤǒƤƴƤ ǎƛƳƎŜƭŜƳŜƪǘŜŘƛǊ.

ü CI/CD ve Continuous Security Monitoring

Å /Lκ/5 ǎǸǊŜœƭŜǊƛ ƛƭŜ {.ha ƭƛǎǘŜǎƛ ƻƭǳǒǘǳǊƳŀΣ {!{¢ ǾōΦ ƎǸǾŜƴƭƛƪ 
ǘŜǎǘƭŜǊƛƴƛƴ ǳȅƎǳƭŀƴƳŀǎƤΣ {ŜŎǳǊƛǘȅ aƻƴƛǘƻǊƛƴƎ ŀǊŀœƭŀǊƤƴŀ 
ƎǀƴŘŜǊƳŜ ƛǒƭŜƳƭŜǊƛ ƎŜǊœŜƪƭŜǒǘƛǊƛƭƛǊΦ

Å «ǊǸƴƭŜǊƛƳƛȊƛ ¢{9 hƴŀȅƭƤ {ƤȊƳŀ ¢Ŝǎǘƛ wŀǇƻǊǳƴŀ ǎŀƘƛǇolup 
ǎŀŘŜŎŜ ŘǸǒǸƪ ǎŜǾƛȅŜƭƛ м ŀŘŜǘ ōǳƭƎǳ ōǳƭǳƴƳŀƪǘŀŘƤǊΦ





ςContinuous Security Monitoring

ü OWASP Dependency Track - SBOM Analiz Platformu



ςContinuous Security Monitoring
DefectDojo- DevSecOps, ASPM (application security posture mgmt.), Vulnerability Mgmt.
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¸ŜǊƭƛ ǾŜ aƛƭƭƛ «ǊǸƴƭŜǊƛƴ 
YǳƭƭŀƴƤƳƤ ƛƭŜ TƭƎƛƭƛ aŜǾȊǳŀǘƭŀǊ



¸ŜǊƭƛ ǾŜ aƛƭƭƛ «ǊǸƴƭŜǊƛƴ 
YǳƭƭŀƴƤƳƤ ƛƭŜ TƭƎƛƭƛ aŜǾȊǳŀǘƭŀǊ

19Mart 2025de ResmiGazetede
ȅŀȅƤƳƭŀƴŀƴ7545 nolu ά{ƛōŜǊ
DǸǾŜƴƭƛƪYŀƴǳƴǳέ4/d bendinde
ŀœƤƪœŀōŜƭƛǊǘƛƭƳƛǒǘƛǊ. TƭƎƛƭƛ
maddeyeƎǀǊŜ;

άSiberƎǸǾŜƴƭƛƐƛƴǎŀƐƭŀƴƳŀǎƤƴŀȅǀƴŜƭƛƪœŀƭƤǒƳŀƭŀǊŘŀ
ǀƴŎŜƭƛƪƭŜyerli ve milli ǸǊǸƴƭŜǊtercih edilirΦέ



άYŀƳǳŘŀ !œƤƪ Yŀȅƴŀƪ YƻŘƭǳ ¸ŀȊƤƭƤƳ YǳƭƭŀƴƤƳƤέ 
ƪƻƴǳƭǳ /ǳƳƘǳǊōŀǒƪŀƴƭƤƐƤ DŜƴŜƭƎŜǎƛ όнлноκмоύ
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Antikor NGFW
¸Ŝƴƛ bŜǎƛƭ DǸǾŜƴƭƛƪ 5ǳǾŀǊƤ

EAL4+



Antikor NGFW
¸Ŝƴƛ bŜǎƛƭ DǸǾŜƴƭƛƪ 5ǳǾŀǊƤ

EAL4+

Hem Fiziksel Hem Virtual Appliance 
{ŜœŜƴŜƪƭŜǊƛ ƛƭŜ ½ŜƴƎƛƴ aƻŘŜƭ 4ŜǒƛǘƭƛƭƛƐƛ



Antikor NGFW
¸Ŝƴƛ bŜǎƛƭ DǸǾŜƴƭƛƪ 5ǳǾŀǊƤ

EAL4+

Telco/DC ¥l­eĵinde Performans

75 Gbps Threat Prevention

280 Gbps Firewall Throughput



ςIŜŘŜŦ mƭœŜƪ
ü!Ɛ .ǸȅǸƪƭǸƐǸƴŜ DǀǊŜ

¥l­ek Min NGFW / FW Thr. Max NGFW / FW Thr.

Telco 60 Gbps / 220 Gbps 75 Gbps / 280 Gbps

Data Center Grade 20 Gbps / 80 Gbps 50 Gbps / 200 Gbps

Large Enterprise 10 Gbps / 40 Gbps 18 Gbps / 72 Gbps

Enterprise 3.0 Gbps / 12 Gbps 7 Gbps / 28 Gbps

Mid. Size Enterprise 1.0 Gbps / 4.0 Gbps 2.0 Gbps / 8 Gbps

Small Enterprise 0.5 Gbps / 2.0 Gbps 0.8 Gbps / 3.2 Gbps

Branch Office 0.3 Gbps / 1.2 Gbps 0.4 Gbps / 1.6 Gbps



Sanal Kablo
Virtual Wire

ςmƴŜ 4Ƥƪŀƴ YǳǊǳƳǎŀƭ mȊŜƭƭƛƪƭŜǊ

EAL4+

IPsecVTI ve TS Modu
Hem RouteBased

Hem de Enc. Domain

!Ɛ DŜœƛŘƛ DƛȊƭŜƳŜ
StealthMod

AktifςAktif&Pasif
Cluster

SolarwindsEntegrasyonu
BackboxEntegrasyonu

¸ǀƴŜǘƛƳ tŀƴŜƭƛ ve SSL VPN ƛœƛƴ
Yerel, RADIUS, LDAP, AD, TACACS+,  
POP3, SOAP, HTTP API + 2FA ŘŜǎǘŜƐƛ



.ŀƐƤƳǎƤȊ ¸ǀƴŜǘƛƳ .ŀŎŀƐƤ
Out of BandManagement

ςmƴŜ 4Ƥƪŀƴ YǳǊǳƳǎŀƭ mȊŜƭƭƛƪƭŜǊ

EAL4+

.ŀƐƤƳǎƤȊ Cluster .ŀŎŀƐƤ
Out of BandCluster Int.

wŜȊŜǊǾŜ ¸ǀƴŜǘƛƳ TǒƭŜƳŎƛǎƛ
¢ǊŀŦƛƪ {ŀǘǳǊŀǎȅƻƴǳƴŀ wŀƐƳŜƴ 
!ǊŀȅǸȊ IŜǊ ½ŀƳŀƴ ¦ƭŀǒƤƭŀōƛƭƛǊ

4ŜǾǊƛƳƛœƛ ǾŜ 4ŜǾǊƛƳ 5ƤǒƤ 
DǸƴŎŜƭƭŜƳŜ

DǸƴŎŜƭƭŜƳŜ 9ǎƴŀǎƤƴŘŀ 
¢ǊŀŦƛƪ YŜǎƛƴǘƛǎƛ ¸ŀǒŀƴƳŀȊ

MGMT HA SYNC

SyslogςSIEM 
Entegrasyonu

CEF, JSON, EWMM,
WELF, CIM

5ŜƴŜǘƛƳ DǸƴƭǸƐǸ
5ŜǘŀȅƭƤ ǾŜ DŜǊƛ !ƭƤƴŀōƛƭƛǊ Audit Loglar



ςmƴŜ 4Ƥƪŀƴ YǳǊǳƳǎŀƭ mȊŜƭƭƛƪƭŜǊ

EAL4+

{ŜǊǾƛǎ .ŀȊƭƤ 
½ŀƳŀƴ !ǒƤƳƤ .ŜƭƛǊƭŜƳŜ

Politika / Section¸ŀǇƤǎƤ 5ƛƴŀƳƛƪ ¸ǀƴƭŜƴŘƛǊƳŜ
RIP, RIPng, OSPF, OSPFv3, BGP

aŜǊƪŜȊƛ ¸ǀƴŜǘƛƳ 5ŜǎǘŜƐƛ

OWASP RuleSet
Web Application Firewall

Save/ DeployŀǒŀƳŀǎƤƴŘŀ 
ŘŜƐƛǒƛƪƭƛƪƭŜǊ ƭƛǎǘŜƭŜƴƛǊ

onaya sunulur



ςmƴŜ 4Ƥƪŀƴ YǳǊǳƳǎŀƭ mȊŜƭƭƛƪƭŜǊ

EAL4+

Sanal FW / VDOM / Virtual System

Her M¿ĸteriye veya Her ķubeye
Ayrē Firewall Konumlandērma

Tek Firewallôda 
Her M¿ĸteriye veya Her ķubeye 
Mantēksal Firewall Konumlandērma

мΦ aǸǒǘŜǊƛ κ  ǳōŜ
ƛœƛƴ н tƻǊǘ

нΦ aǸǒǘŜǊƛ κ  ǳōŜ
ƛœƛƴ н tƻǊǘ

оΦ aǸǒǘŜǊƛ κ  ǳōŜ
ƛœƛƴ о tƻǊǘ

¸Ŝƴƛ bŜǎƛƭ DǸǾŜƴƭƛƪ 5ǳǾŀǊƤ¸Ŝƴƛ bŜǎƛƭ DǸǾŜƴƭƛƪ 5ǳǾŀǊƤ¸Ŝƴƛ bŜǎƛƭ DǸǾŜƴƭƛƪ 5ǳǾŀǊƤ



ς.ŀǒƭƤŎŀ mȊŜƭƭƛƪƭŜǊ
ü DǸǾŜƴƭƛƪ CƻƴƪǎƛȅƻƴƭŀǊƤ

ÅSel (Floodύ {ŀƭŘƤǊƤǎƤ mƴƭŜƳŜ

ÅDoS{ŀƭŘƤǊƤǎƤ mƴƭŜƳŜ

ÅTrafik Oran Limitleme

ÅIP SpoofingmƴƭŜƳŜ

Åa!/ .ŀȊƭƤ YŀǊŀƴǘƛƴŀ

ÅMAC ςLt 9ǒƭŜǒǘƛǊƳŜ 5ŜƴŜǘƛƳƛ

Å!wt ½ŜƘƛǊƭŜƳŜ YƻǊǳƳŀǎƤ

ÅAnti Botnet

ÅGateway !ƴǘƛǾƛǊǸǎ/ Antispam

Å¦ȅƎǳƭŀƳŀ DǸǾŜƴƭƛƐƛ όAppID) 

Å.ŀƭƪǸǇǸTuzaklama

ÅIPS ς{ŀƭŘƤǊƤ ¢ŜǎǇƛǘ ǾŜ mƴƭŜƳŜ

ÅSPI ςStatefulltŀƪŜǘ TƴŎŜƭŜƳŜ

ÅDPI ς5ŜǊƛƴƭŜƳŜǎƛƴŜ tŀƪŜǘ TƴŎŜƭŜƳŜ

Å5ŜǊƛƴƭŜƳŜǎƛƴŜ {{I TƴŎŜƭŜƳŜ

Å5ŜǊƛƴƭŜƳŜǎƛƴŜ {{[ TƴŎŜƭŜƳŜ

ÅWeb Filtreleme (http / https)

ÅDNS Sorgu Filtreleme

EAL4+



ςtǊƻŦƛƭ .ŀȊƭƤ DǸǾŜƴƭƛƪ ¸ǀƴŜǘƛƳƛ

EAL4+



ς.ŀǒƭƤŎŀ mȊŜƭƭƛƪƭŜǊ
ü Servisler

Å!ƴǘƛƪƻǊϯ YŀȅƤǘ {ŜǊǾƛǎƛ

Å!ƴǘƛƪƻǊϯ 5ǳȅǳǊǳ {ŜǊǾƛǎƛ 

ÅNetFlowExportServisi

ÅRADIUS Sunucu ve Proxy

Å5ƻƳŀƛƴ .ŀȊƭƤ ƘǘǘǇκhttps¸ǀƴƭŜƴŘƛǊƳŜ

Åhttps SSL OffloadServisi

Åhttp/ httpsmƴōŜƭƭŜƪƭŜƳŜ(Caching) / 
5ƻƳŀƛƴ .ŀȊƭƤ IƤȊ [ƛƳƛǘƭŜƳŜ 

ÅIPsecVPN ve  SSL VPN Servisi

ÅL2TP ve PPTP VPN Servisi

ÅRIP, OSPF, BGP Servisleri

ÅYǳǊŀƭ ¢ŀōŀƴƭƤ ¸ǀƴƭŜƴŘƛǊƳŜ όt.wύ {ŜǊǾƛǎƛ

ÅDHCPv4 / v6 Sunucu, RelayǾŜ aƻƴƛǘǀǊǸ

ÅYƛƳƭƛƪ 5ƻƐǊǳƭŀƳŀƭƤ ƘǘǘǇκhttpsProxy 

ÅQoS- Etkin .ŀƴǘƎŜƴƛǒƭƛƐƛ¸ǀƴŜǘƛƳƛ

Å½ŀƳŀƴ ǾŜ Yƻǘŀ !ȅŀǊƭƤ Hotspot- Captive
Portal

ÅActive Directory, Kerberos, Mernis
Entegrasyonu 

ÅLDAP, RADIUS, SMS - OTP, POP3, SOAP, 
JSON, XML Servis Entegrasyonu 

Å.ŀƴǘ DŜƴƛǒƭƛƐƛ aƻƴƛǘǀǊǸ

ÅLLDP Servisi

ÅSNMP v2/v3 Servisi

Å5651 Loglama, SyslogExportServisi

EAL4+



ςIƤȊƭƤ Dǀœ

ü CƻǊǘƛƎŀǘŜΩŘŜƴYƻƴŦƛƎǸǊŀǎȅƻƴDǀœScripti5ŜǎǘŜƐƛ

Åconfig router static

Åconfig system dns

Åconfig system external-resource

Åconfig system interface

Åconfig system ntp

Åconfig vpn ipsec phase1-interface

Åconfig vpn ipsec phase2-interface

!ƪǘŀǊƤƭŀōƛƭŜƴ ōǀƭǸƳƭŜǊΥ

Åconfig firewall address

Åconfig firewall addrgrp

Åconfig firewall ippool

Åconfig firewall policy

Åconfig firewall service custom

Åconfig firewall service group

Åconfig firewall vip

Åconfig firewall vipgrp

EAL4+
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Antikor CFWM
Merkezi NGFW ̧ ǀƴŜǘƛƳ Sistemi

Antikor CLM
Merkezi NGFW Log ̧ ǀƴŜǘƛƳi



Antikor CLM
Merkezi NGFW Log 

¸ǀƴŜǘƛƳi

Antikor CFWM
Merkezi NGFW ̧ ǀƴŜǘƛƳ 

Sistemi


