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Å¢ǸǊƪƛȅŜ {ƛōŜǊ DǸǾŜƴƭƛƪ YǸƳŜƭŜƴƳŜǎƛ 
(SSB ve CBDDO Himayelerinde)
Firewall Test Kriterleri Belirleme 
YƻƳƛǎȅƻƴǳ «ȅŜǎƛ

Å¢{9 {ŜǊǘƛŦƛƪŀƭƤ .ŜȅŀȊ  ŀǇƪŀƭƤ IŀŎƪŜǊ

ÅCisco CertifiedTrainer

ÅFreeBSD Project Contributor
Network Academy

mƐǊΦ DǀǊΦ YǳǘƭǳƘŀƴ YT.wT¢
ÅePati{ƛōŜǊ DǸǾŜƴƭƛƪ !Φ Φ 
¸ǀƴŜǘƛƳ YǳǊǳƭǳ .ŀǒƪŀƴ ±Ŝƪƛƭƛ

ÅMersin «ƴƛǾΦ .ƛƭƎƛ TǒƭŜƳ 5ŀƛǊŜ .ǒƪΦ
Akademisyen

Å¢{9 {ŜǊǘƛŦƛƪŀƭƤ .ŜȅŀȊ  ŀǇƪŀƭƤ IŀŎƪŜǊ

ÅCisco CertifiedTrainer
Network Academy

mƐǊΦ DǀǊΦ N. Can KIRIK
ÅePati{ƛōŜǊ DǸǾŜƴƭƛƪ !Φ Φ 
¸ǀƴŜǘƛƳ YǳǊǳƭǳ .ŀǒƪŀƴ ±Ŝƪƛƭƛ

ÅaŜǊǎƛƴ «ƴƛǾ. .ƛƭƎƛ Tǒƭ. !Ǌǒ. Uyg. Mrkz.
Akademisyen

ÅPostgreSQL Contributor

ÅCisco CertifiedTrainerNetwork Academy



ePati{ƛōŜǊ DǸǾŜƴƭƛƪ IŀƪƪƤƴŘŀ

Åнллс YŀǎƤƳΩŘŀ aŜǊǎƛƴ ¢ŜƪƴƻǇŀǊƪΩƤƴŘŀkurularak 
Mersin ¢ŜƪƴƻǇŀǊƪΩƤƴƛƭƪ ŦƛǊƳŀǎƤ ƻƭƳǳǒǘǳǊ

Åнлмм ȅƤƭƤƴŘŀƴ ōǳ ȅŀƴŀ 5ŜǾƭŜǘ aŀƭȊŜƳŜ hŦƛǎƛ ƪŀǘŀƭƻƐǳƴŘŀ ȅŜǊ ŀƭƳŀƪǘŀŘƤǊ

Å¢ǸǊƪƛȅŜ {ƛōŜǊ DǸǾŜƴƭƛƪ YǸƳŜƭŜƴƳŜǎƛ «ȅŜǎƛŘƛǊ

ÅTƴƻǾŀǎȅƻƴƻŘŀƪƭƤ œŀƭƤǒŀǊŀƪΣ ȅŜǊƭƛ ςƳƛƭƭƛ ǸǊǸƴƭŜǊ ƎŜƭƛǒǘƛǊƳŜȅŜ ǾŜ ƪŀǘƳŀ ŘŜƐŜǊ 
ǸǊŜǘƳŜȅŜ ǀƴŜƳ ǾŜǊƛǊ

ÅYǳǊǳƭǳǒƻǊǘŀƪƭŀǊƤƴƤƴǘŀƳŀƳƤAkademisyenolup Mersin«ƴƛǾŜǊǎƛǘŜǎƛΩƴŘŜhalen
ƎǀǊŜǾȅŀǇƳŀƪǘŀŘƤǊ.!ȅƴƤzamanda4691ǎŀȅƤƭƤyasaǳȅŀǊƤƴŎŀMersin«ƴƛǾŜǊǎƛǘŜǎƛ
ǘŀǊŀŦƤƴŘŀƴTeknoparktaƎǀǊŜǾƭŜƴŘƛǊƛƭƳƛǒƭŜǊŘƛǊ.

ü ePati{ƛōŜǊ DǸǾŜƴƭƛƪ !Φ Φ

ü YǳǊǳƭǳǒ ¸ŀǇƤǎƤ





Standart ve Sertifikasyonlar

MĶLLĶ GĶZLĶ/ NATO GĶZLĶ
TESĶS G¦VENLĶK BELGESĶ

YǳǊǳƳǎŀƭ ¸ǀƴŜǘƛƳ {ǘŀƴŘŀǊǘƭŀǊƤ

EAL4+

«ǊǸƴ {ŜǊǘƛŦƛƪŀƭŀǊƤ

FIREWALL 
¦R¦N UYGUNLUK BELGESĶ



EAL4+
CERTIFIED

¢«wYT¸9ΩbTb ¢9Y 

¸9bT b9{T[ D«±9b[TY 5¦±!wL





«ǊǸƴ tƻǊǘŦƻȅǸ

NGFW -¸Ŝƴƛ bŜǎƛƭ DǸǾŜƴƭƛƪ 5ǳǾŀǊƤKriptolu Dual Layer SDWAN

Å aŜǊƪŜȊƛ bDC² ¸ǀƴŜǘƛƳƛ
Å aŜǊƪŜȊƛ [ƻƎ ¸ǀƴŜǘƛƳƛ

Merkezi SDWAN ̧ ǀƴŜǘƛƳƛMulti -Zone SSO (SAML & OpenID) 
SSLVPN Gateway

SSO SSL VPN

ZTSA - Zero Trust Service Access



ς.ŀǒƭƤŎŀ .ŀǒŀǊƤ IƛƪŀȅŜƭŜǊƛƳƛȊ

BAķKENT ¦NĶVERSĶTESĶ

HASTANESĶ

T.C. CUMURBAķKANLIĴI

SAVUNMA SANAYĶĶ BAķKANLIĴI

TSK BULUT BĶLĶķĶM PROJESĶ
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¸ŜǊƭƛ ǾŜ aƛƭƭƛ «ǊǸƴƭŜǊƛƴ 
YǳƭƭŀƴƤƳƤ ƛƭŜ TƭƎƛƭƛ aŜǾȊǳŀǘƭŀǊ



¸ŜǊƭƛ ǾŜ aƛƭƭƛ «ǊǸƴƭŜǊƛƴ 
YǳƭƭŀƴƤƳƤ ƛƭŜ TƭƎƛƭƛ aŜǾȊǳŀǘƭŀǊ

19 Mart 2025de ResmiGazetede
ȅŀȅƤƳƭŀƴŀƴ7545 nolu ά{ƛōŜǊ
DǸǾŜƴƭƛƪYŀƴǳƴǳέ4/d bendinde
ŀœƤƪœŀōŜƭƛǊǘƛƭƳƛǒǘƛǊ. TƭƎƛƭƛ
maddeyeƎǀǊŜ;

άSiberƎǸǾŜƴƭƛƐƛƴǎŀƐƭŀƴƳŀǎƤƴŀȅǀƴŜƭƛƪœŀƭƤǒƳŀƭŀǊŘŀ
ǀƴŎŜƭƛƪƭŜyerli ve milli ǸǊǸƴƭŜǊtercih edilirΦέ



T.C. CBDDO 
.ƛƭƎƛ ǾŜ TƭŜǘƛǒƛƳ 
DǸǾŜƴƭƛƐƛ wŜƘōŜǊƛ



άYŀƳǳŘŀ !œƤƪ Yŀȅƴŀƪ YƻŘƭǳ ¸ŀȊƤƭƤƳ YǳƭƭŀƴƤƳƤέ 
ƪƻƴǳƭǳ /ǳƳƘǳǊōŀǒƪŀƴƭƤƐƤ DŜƴŜƭƎŜǎƛ όнлноκмоύ



ü DǸǾŜƴƭƛ !Ǌ-DŜ ¸ŀǒŀƳ 5ǀƴƎǸǎǸ

Å 31 «ƭƪŜŘŜgerli Common Criteria EAL4+ ǎŜǊǘƛŦƛƪŀǎƤ, ǸǊǸƴƭŜǊƛƳƛȊƛƴ
ǘŀǎŀǊƤƳƤƴŘŀƴƎŜƭƛǒǘƛǊƛƭƳŜǎƛƴŜΣtestǎǸǊŜœƭŜǊƛƴŘŜƴŘƻƪǸƳŀƴǘŀǎȅƻƴǳƴŀ
kadarprofesyonelbirȅŀǒŀƳŘǀƴƎǸǎǸƴŜsahipƻƭŘǳƐǳƴǳŘƻƐǊǳƭŀǊ.

EAL4+

ς{ǸǊŘǸǊǸƭŜōƛƭƛǊƭƛƪ

ü «ǊǸƴ DǸǾŜƴƭƛƐƛ aǸŘŀƘŀƭŜ 9ƪƛōƛ όt{Lw¢ύ

Å OƭŀǎƤ ȊŀŦƛȅŜǘƭŜǊŜ ƪŀǊǒƤ ǇǊƻŀƪǘƛŦ ōƛǊ ȅŀƪƭŀǒƤƳ ǎŜǊƎƛƭŜȅŜƴ t{Lw¢ 
ǇƻǊǘŀƭƤΣ ŜtŀǘƛΩƴƛƴ ǸǊǸƴ ŘŜǎǘŜƐƛƴŘŜƪƛ ƻƭƎǳƴƭǳƪ ǎŜǾƛȅŜǎƛƴƛ ǾŜ ǒŜŦŦŀŦ 
ǇǊƻŦŜǎȅƻƴŜƭƭƛƪ ŀƴƭŀȅƤǒƤƴƤ ǎƛƳƎŜƭŜƳŜƪǘŜŘƛǊ.

ü CI/CD ve Continuous Security Monitoring

Å /Lκ/5 ǎǸǊŜœƭŜǊƛ ƛƭŜ {.ha ƭƛǎǘŜǎƛ ƻƭǳǒǘǳǊƳŀΣ {!{¢ ǾōΦ ƎǸǾŜƴƭƛƪ 
ǘŜǎǘƭŜǊƛƴƛƴ ǳȅƎǳƭŀƴƳŀǎƤΣ {ŜŎǳǊƛǘȅ aƻƴƛǘƻǊƛƴƎ ŀǊŀœƭŀǊƤƴŀ 
ƎǀƴŘŜǊƳŜ ƛǒƭŜƳƭŜǊƛ ƎŜǊœŜƪƭŜǒǘƛǊƛƭƛǊΦ

Å «ǊǸƴƭŜǊƛƳƛȊƛ ¢{9 hƴŀȅƭƤ {ƤȊƳŀ ¢Ŝǎǘƛ wŀǇƻǊǳƴŀ ǎŀƘƛǇolup 
ǎŀŘŜŎŜ ŘǸǒǸƪ ǎŜǾƛȅŜƭƛ м ŀŘŜǘ ōǳƭƎǳ ōǳƭǳƴƳŀƪǘŀŘƤǊΦ





ςContinuous Security Monitoring

ü OWASP Dependency Track - SBOM Analiz Platformu



ςContinuous Security Monitoring
DefectDojo- DevSecOps, ASPM (application security posture mgmt.), Vulnerability Mgmt.
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Antikor TN
Kriptolu Dual Layer 

(L2&L3) SDWAN



Antikor Kriptolu Dual Layer SDWAN

Hem Fiziksel Hem Virtual Appliance 
{ŜœŜƴŜƪƭŜǊƛ ƛƭŜ ½ŜƴƎƛƴ aƻŘŜƭ 4ŜǒƛǘƭƛƭƛƐƛ

[ŀȅŜǊн ¢ǸƴŜƭ tƻǊǘƭŀǊƤ

Fiziksel Portlar

Virtual Switch



ςKriptolu Dual Layer SDWAN
ü[ƻƪŀǎȅƻƴƭŀǊƤƴƤȊ ŀǊŀǎƤƴŘŀ YǊƛǇǘƻƭǳ [ŀȅŜǊн !Ɛ ƪǳǊƳŀƪ ŀǊǘƤƪ œƻƪ ƪƻƭŀȅΗ

ühǇŜǊŀǘǀǊ ōŀƐƤƳǎƤȊΥ Lt ǸȊŜǊƛƴŘŜƴ όTƴǘŜǊƴŜǘ ǾŜ ƛƴǘǊŀƴŜǘύ ǘǸƳ ƭƻƪŀǎȅƻƴƭŀǊƤ ōŀƐƭŀȅŀōƛƭƛǊǎƛƴƛȊΦ

ü.ŀƐƭŀƴǘƤ ¢ǸǊǸ mȊƎǸǊƭǸƐǸ: aŜǘǊƻ 9ǘƘŜǊƴŜǘΣ ŜǾ ǘƛǇƛ CƛōŜǊΣ Ȅ5{[Σ пΦрD ǾōΦ ǘǸƳ ǘŜƪƴƻƭƻƧƛƭŜǊ ǸȊŜǊƛƴŘŜƴ œŀƭƤǒƤǊ.

üStatik IP Gerektirmez: 5ƛƴŀƳƛƪ Lt ŘŜ ƻƭǎŀ ƭƻƪŀǎȅƻƴƭŀǊƤƴƤȊΣ ŀƐƤƴƤȊŀ ǎƻǊǳƴǎǳȊ ƪŀǘƤƭƤǊΦ

ütƻǊǘ ¸ǀƴƭŜƴŘƛǊƳŜ ǾōΦ b!¢ DŜǊŜƪǘƛǊƳŜȊ: b!¢ ŀǊƪŀǎƤƴŘŀƴ Řŀ ǘǸƴŜƭ ƪǳǊŀōƛƭƛǊΣ ǇŀȅƭŀǒƤƳƭƤ ƛƴǘŜǊƴŜǘƭŜǊŘŜƴ ŘŀƘƛ 

ƭƻƪŀǎȅƻƴǳƴǳȊǳ ŀƐƤƴƤȊŀ ŘŀƘƛƭ ŜŘŜōƛƭƛǊǎƛƴƛȊΦ

ü²ƛŘŜ !ǊŜŀΩȅƤ [ƻŎŀƭ !ǊŜŀ Ǝƛōƛ ¸ǀƴŜǘƛƴΥ{ƤƴƤǊǎƤȊ ǎŀȅƤŘŀ L999 

улнΦмv ǘŀƎƎŜŘ ±[!b ǘŀǒƤȅŀōƛƭƛǊǎƛƴƛȊΦ .ǊƻŀŘŎŀǎǘ ŘƻƳŀƛƴƛ 

ƎŜƴƛǒƭŜǘŜōƛƭƛǊΣ ±ƻƛŎŜ ±[!bΣ [!. ŀƐƤ Ǝƛōƛ ±[!bΩƭŀǊƤƴƤȊƤ 

ƭƻƪŀǎȅƻƴƭŀǊƤƴƤȊ ŀǊŀǎƤ ƎŜƴƛǒƭŜǘŜōƛƭƛǊǎƛƴƛȊΦ

üPaket Filtreleme ve QoS:TǎǘŜƴƳŜȅŜƴ ǇŀƪŜǘƭŜǊƛ όōŀȊƤ 

ōǊƻŀŘŎŀǎǘƭŜǊΣ ƳǳƭǘƛŎŀǎǘΣ œŜǒƛǘƭƛ ǎŜǊǾƛǎƭŜǊ ǾōΦύ 

ǘǸƴŜƭƭŜƴƳŜƳŜǎƛƴƛ ǎŀƐƭŀȅŀōƛƭƛǊΣ ƛȊƛƴƭƛ ǘǊŀŦƛƪ ƛœƛƴ vƻ{ 

yapabilirsiniz. [ŀȅŜǊн {5²!b tƻǊǘƭŀǊƤ

Fiziksel Portlar

Sanal Switch



ςmƴŜ 4Ƥƪŀƴ mȊŜƭƭƛƪƭŜǊ

MultiLayer Switching

Hem Routing hem switching 
birlikte yaparak tek cihazda 
ŀƐ ȅǀƴŜǘƛƳƛƴƛȊƛ ƪƻƭŀȅƭŀǒǘƤǊƤǊΦ

DŜƭƛǒƳƛǒ ±[!b 5ŜǎǘŜƐƛ

/ƛƘŀȊƤƴ ǸȊŜǊƛƴŘŜƪƛ ŜǘƘŜǊƴŜǘ 
ǇƻǊǘƭŀǊƤƴƤ !ŎŎŜǎǎ ό¦ƴǘŀƎƎŜŘύΣ 

Trunk (Tagged) ve hibrit olarak 
ƪǳƭƭŀƴƤƳƤƴŀ ƛƳƪŀƴ ǘŀƴƤǊΦ

!ƐƭŀǊ ŀǊŀǎƤƴŘŀ ƛȊƻƭŀǎȅƻƴǳ ǎŀƐƭŀǊΦ

[ƻƪŀǎȅƻƴƭŀǊŀǊŀǎƤ ±[!b ¢ŀǒƤƳŀ

.ŀƐƭŀƴǘƤ ǘǸǊǸƴŘŜƴ ōŀƐƤƳǎƤȊ 
olarak binlerce lokasyon 
ŀǊŀǎƤƴŘŀ ±[!b ǘŀǒƤȅŀōƛƭƛǊΦ



ςDual Layer SDWAN mȊŜƭƭƛƪƭŜǊƛ

ü WAN Bonding
ü²!b .ƻƴŘƛƴƎ ǀȊŜƭƭƛƐƛ ƛƭŜ 

Birden fazla WAN 
ōŀƐƭŀƴǘƤǎƤƴƤ ƛƭŜ ŀȅƴƤ 
ƭƻƪŀǎȅƻƴŀ ōŀƐƭŀƴǘƤȅƤ 
destekler
üпΣрD ǾŜ Ȅ5{[ Ǝƛōƛ ŘǸǒǸƪ 
ōŀƴǘ ƎŜƴƛǒƭƛƐƛƴŜ ǎŀƘƛǇ 
lokasyonlarda birden fazla 
Ƙŀǘ ƪǳƭƭŀƴƤƳƤ ƛƭŜ ƎŜƴƛǒ ōŀƴǘ 
ƛƘǘƛȅŀŎƤƴƤ ƪŀǊǒƤƭŀǊΦ
ü[ŀȅŜǊн ƻƭƳŀǎƤ ǎŀȅŜǎƛƴŘŜ 
.ƻƴŘƛƴƎ ƛǒƭŜƳƛ ŘŜ [н 
protokol olan LACP ile 
ȅŀǇƤƭƤǊ



ςTȊƻƭŜ 4ƻƪ YŀƴŀƭƭƤ YǊƛǇǘƻ



DǸœƭǸ YǊƛǇǘƻƭŀƳŀHem Layer2
Hem Layer3
4ŀƭƤǒƳŀ aƻŘƭŀǊƤ

[ƻƪŀǎȅƻƴƭŀǊ !ǊŀǎƤ
L2 Switching

IEEE 802.1Q VLAN

Aktif ςPasif Cluster

Solarwinds Entegrasyonu
BackboxEntegrasyonu

¸ǀƴŜǘƛƳ tŀƴŜƭƛƛœƛƴ
Yerel, RADIUS, LDAP, AD, TACACS+,  
POP3, SOAP, HTTP API + 2FA ŘŜǎǘŜƐƛ

ςmƴŜ 4Ƥƪŀƴ mȊŜƭƭƛƪƭŜǊ



aŜǊƪŜȊƛ ¸ǀƴŜǘƛƳ

ςmƴŜ 4Ƥƪŀƴ mȊŜƭƭƛƪƭŜǊ

IŜƳ ¸ǳǊǘƛœƛ IŜƳ ¸ǳǊǘŘƤǒƤ 
¢ǸƳ hǇŜǊŀǘǀǊƭŜǊƭŜ 
{ƻǊǳƴǎǳȊ 4ŀƭƤǒƳŀ

Binlerce Lokasyonda
{ƻǊǳƴǎǳȊ 4ŀƭƤǒƳŀ
ƛ.Dt ǾŜ Ŝ.Dt ŘŜǎǘŜƐƛ

BGP Teknolojisi ile
at[{ aǳŀŘƛƭƛ YŀǇŀƭƤ !Ɛ 

hƭǳǒǘǳǊǳǊ

CYa {ŜƴŀǊȅƻƭŀǊƤ ƛœƛƴ 4ƻƪƭǳ 
¢ƻǇƭŀƳŀ bƻƪǘŀǎƤ 5ŜǎǘŜƐƛ

4,5G/LTE, MetroEthernet, 
Ȅ5{[ ǾōΦ ¢ǸƳ .ŀƐƭŀƴǘƤƭŀǊƤ 

Destekler



.ŀƐƤƳǎƤȊ ¸ǀƴŜǘƛƳ .ŀŎŀƐƤ
Out of BandManagement

ςmƴŜ 4Ƥƪŀƴ mȊŜƭƭƛƪƭŜǊ

.ŀƐƤƳǎƤȊ Cluster .ŀŎŀƐƤ
Out of BandCluster Int.

aŀƴŀƎŜǊΣ ŀȅƴƤ ȊŀƳŀƴŘŀ
¸ŜǊŜƭ DǸƴŎŜƭƭŜƳŜ {ǳƴǳŎǳǎǳ 

ƻƭŀǊŀƪ œŀƭƤǒƤȅƻǊΦ

4ŜǾǊƛƳƛœƛ ǾŜ 4ŜǾǊƛƳ 5ƤǒƤ DǸƴŎŜƭƭŜƳŜ
DǸƴŎŜƭƭŜƳŜ 9ǎƴŀǎƤƴŘŀ 
¢ǊŀŦƛƪ YŜǎƛƴǘƛǎƛ ¸ŀǒŀƴƳŀȊ

MGMT HA SYNC

SyslogςSIEM 
Entegrasyonu

CEF, JSON, EWMM,
WELF, CIM

5ŜƴŜǘƛƳ DǸƴƭǸƐǸ
5ŜǘŀȅƭƤ ǾŜ DŜǊƛ !ƭƤƴŀōƛƭƛǊ Audit Loglar



ςmƴŜ 4Ƥƪŀƴ mȊŜƭƭƛƪƭŜǊ

Layer2-4 Paket Filtreleme

aŜǊƪŜȊƛ ¸ǀƴŜǘƛƳ 5ŜǎǘŜƐƛ
9ǊƛǒƛƭŜōƛƭƛǊƭƛƪ ¢ŀƪƛōƛΣ 
YƻƴŦƛƎǸǊŀǎȅƻƴ ¸ǀƴŜǘƛƳƛ

I¢¢t !tL 5ŜǎǘŜƐƛSave/ DeployŀǒŀƳŀǎƤƴŘŀ 
ŘŜƐƛǒƛƪƭƛƪƭŜǊ ƭƛǎǘŜƭŜƴƛǊ

onaya sunulur

Layer2-4 QoS b!¢ !ǊƪŀǎƤƴŘŀƴ 
4ŀƭƤǒŀōƛƭƳŜ



Antikor CTNM
SDWANMerkezi ̧ ǀƴŜǘƛƳ Sistemi

ÅaŜǊƪŜȊƛ ¸ǀƴŜǘƛƳ ǾŜ tǊƻŦƛƭ 5ŜǎǘŜƐƛ

ÅYƻƴŦƛƎǸǊŀǎȅƻƴ  ŀōƭƻƴ ¸ǀƴŜǘƛƳƛ 

ÅDƭƻōŀƭ YƻƴŦƛƎǸǊŀǎȅƻƴ ¸ǀƴŜǘƛƳƛ

ÅYŀǇŀƭƤ 5ŜǾǊŜ [ƛǎŀƴǎ ¸ǀƴŜǘƛƳƛ

ÅDǸƴŎŜƭƭŜƳŜ {ǳƴǳŎǳǎǳ IƛȊƳŜǘƛ 

ÅDǸǾŜƴƭƛƪ tƻƭƛǘƛƪŀǎƤ ǾŜ hōƧŜ ¸ǀƴŜǘƛƳƛ

ÅtŜǊƛȅƻŘƛƪ YƻƴŦƛƎǸǊŀǎȅƻƴ ¸ŜŘŜƪƭŜƳŜ 

ÅIŀǊƛǘŀ «ȊŜǊƛƴŘŜ 9ǊƛǒƛƳ ¢ŀƪƛōƛ 

Å¦ȅŀǊƤ ǾŜ .ƛƭŘƛǊƛƳƭŜǊƛƴƛ ¢ŀƪƛǇ 9ǘƳŜ 

Å¢ƻǇƭǳ DǸƴŎŜƭƭŜƳŜ ¸ǀƴŜǘƛƳƛ 

Å5ŜǘŀȅƭƤ 5ŜƴŜǘƛƳ YŀȅƤǘƭŀǊƤ

Å.ƛƭŘƛǊƛƳ ¸ǀƴŜǘƛƳƛ ϧ ¸Ŝǘƪƛ ¸ǀƴŜǘƛƳƛ



ςDual Layer Kripto DŜœƛŘƛ

üDǸœƭǸ YǊƛǇǘƻƭŀƳŀΗ

NIST onaylē 

G¿­l¿ Simetrik 

ķifreleme Algoritmalarē

Peryodik Session Anahtarē 

Yenileme (rekey)

NIST onaylē 

KEX (Key Exchange) 

Algoritmalarē

T¿mleĸik Kaynak Doĵrulama 

ve B¿t¿nl¿k Kontrol¿
Y¿ksek Performans

(AES-NI, QAT)



ςDual Layer Kripto DŜœƛŘƛ
ü.ƭƻƪ  ƛŦǊŜƭŜƳŜƴƛȊ DŜǊœŜƪǘŜƴ DǸǾŜƴƭƛ Ƴƛ Κ

Orjinal Veri Blok ķifreleme

Counter Mod

Blok ķifreleme
ü!Ɛ ǘǊŀŦƛƐƛƴƛƴ ƪǊƛǇǘƻƭŀƴŀǊŀƪ 
ǘŀǒƤƴƳŀǎƤƴŘŀ ƪǳƭƭŀƴƤƭŀƴ ȅǀƴǘŜƳƭŜǊ 
ōǸȅǸƪ ǀƴŜƳ ŀǊȊŜǘƳŜƪǘŜŘƛǊΦ

ü!ȅƴƤ ŘŜǎŜƴŜ ǎŀƘƛǇ ōƛǊ ǇŀƪŜǘ ǘŜƪǊŀǊ 
ƎŜƭŘƛƐƛƴŘŜ ƻƭǳǒŀƴ ǒƛŦǊŜƭŜƴƳƛǒ ǾŜǊƛΣ ōƛǊ 
ǀƴŎŜƪƛ ƛƭŜ ŀȅƴƤ ƻƭǳǊǎŀ ǾŜǊƛƴƛƴ ǘŀƘƳƛƴ 
ŜŘƛƭŜōƛƭƛǊƭƛƐƛ Ǌƛǎƪƛ ŀǊǘƳŀƪǘŀŘƤǊΦ

ü ŜƪƛƭŘŜ ƪƭŀǎƛƪ ōƭƻƪ ǒƛŦǊŜƭŜƳŜ 
ȅǀƴǘŜƳƭŜǊƛƴƛƴ œƤƪǘƤǎƤ ƎǀǊǎŜƭ ƻƭŀǊŀƪ 
ǇŀȅƭŀǒƤƭƳƤǒǘƤǊΦ

ü.ǳƴŀ ǀƴƭŜƳ ƻƭŀǊŀƪ /ƻǳƴǘŜǊ ƳƻŘǳ 
ǀƴƭŜƳƭŜǊƛ ŀƭƤƴƳŀƭƤŘƤǊΦ



ςDual Layer Kripto DŜœƛŘƛ
üAES256-GCM16

AEAD 

Authenticated Encryption 

Authenticated Decryption

256 bit Anahtar 128 bit Baĸlangē­ Vektºr¿ 

(Initalization Vector)

T¿mleĸik Kaynak Doĵrulama 

ve B¿t¿nl¿k Kontrol¿

Dahili Counter Mod ile 

Benzersiz Kriptolama



ςYǊƛǇǘƻ DǸǾŜƴƭƛƐƛ




