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Siber Guivenlikte Milli irade

Yabanci Cozumlerle Yabanci Askerlere Emanet
Siber Guvenlik Sinir Guvenligi

ESDEGER
RISK!

Risk: Veri Sizintisi, Bagimhlik Risk: Ulusal Guvenlik Tehdidi
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“% Common Criteria

ertificate COMMON CRITERIA
Antikor Next Generation Firewall Management v2.0.1188 Epati Siber Guvenlik Tek. | CCRA Certificate | 2023-04-17 | 2028-04- | EAL4+ CERTIFIED
g e San. ve Tic. A.S. 17 ALC_FLR.1 k‘rg
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Test ve Sertifikasyon Sertifikalarinin Takdim

T.C. CUMHURBASKANLIG!
SAVUNMA SANAYIi BASK

T.C. CUMHURBASKAN
SAVUNMA SANAYii BASK

'S,
-

e Testleri tamamlanan FIREWALL riin grubunda EPATI BiLiSIM TEKNOLOJILERiI SAN. VE
DURUM A B c P Toplam TIC. LTD. $TI. Firmasi Antikor riinii testlerinde herhangi bir zafiyet bulunmamis olup, bu
kapsamda yapilan testlerden basari ile gectiklerinden dolayi yapilan inceleme ve
degerlendirme neticesinde TRTEST tarafindan Uriin Uygunluk Sertifikasi almaya hak
BASARILI 24 77 115 31 250
kazanmigtir.
KISMEN ) 3 ) ) 250
BASARILI Ankara Teknopark Bilgi igin: Biisra Nur YUZER,
Ivedik OSB Mahallesi 2224.Cadde 1/250 C Blok Kat:13 Telefon No:0 850 551 00 00 /25

Yenimahalle /ANKARA

TRTEST @ v g 54‘; istirakidir.

[y

e Toplamda 250 madde test edilmis ve test maddesine iligkin “BASARILI” ya da
“BASARISIZ” durumu 1.3 Ozet Test Sonuglari tablosunda belirtilmistir.
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2.2.1. Bilgi ve iletisim Giivenligi Temel Prensipleri

Yol haritasinin planlanmasi ve uygulanmasi asamalarinda gerceklestirilecek tiim ¢alismalarda Sekil
8’de yer alan temel prensipler dikkate alinmalidir.
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3. Yazihm tedarikini iceren mal ve hizmet alimlarinda, teknik ve/veya ekonomik
gerekeelerle uygun olmamasi durumu harig, ticari lisansh yazilimlar yerine AKKY muadilleri tercih
edilecektir. Bu nitelikteki 6denek talepleri i¢in Strateji ve Biitge Baskanhgina iletilecek proje teklif
formlarinda, alinmasi 6ngoriilen ticari lisansh yazilimlar icin AKKY muadillerinin neden tercih
edilmedigine yonelik teknik ve ekonomik gerekgeler detayli sekilde agiklanacaktir.

4. Mevcut AKKY’lerin Tiirkiye’de faaliyet gosteren yazilim firmalarinca ve Tirkiye’de
istihdam edilen personel tarafindan &zellestirilmesi suretiyle gelistirilen yazilimlar da, yazilim
lisanslama usulii itibariryla AKKY lisanslarimi kullanmiyor olsa dahi, AKKY gecis siirecinde
degerlendirmeye alinacaktir. Bu nitelikteki yazilimlar teknik ve mali agilardan ilgili kamu kurum
ve kurulusunun ihtiyacini karsiliyorsa, uygun nitelikte AKKY iiriinii bulunmamas: durumunda
ticari lisanshi yazilimlara tercih edilecektir.

Bilgilerini ve geregini rica ederim.

28 Temmuz 2023

Recep Tayyip ERDOGAN
CUMHURBASKANI



anNCikcorc{ NNRNNNf So A f A Ni A

i DN@SyDS IINdFY 51 yaINaN -

A 31 « t 1 Y&IBCommon Criteria EAU+ & S NI ANFNIN, f fé@r\% .’ y
01 &l NIPIYSPyARS: u;f)\tedsf\afN\i\ISSacé\f BQ\IZP\ N"RISWU | ﬁy |
kadarprofesyonelbiré I 6 RIYY 3 NsahNp2 $ R dz& @z¢ izt kol ormeria

i « NNy DN@SytAici aNREKIFt &AL 64

(s@z) AOC AP 11 FA8SGESNE 1 NBP LINEI
L2 NIt & BRMNK YRSAUGSEAYRSTA 2f =

PSI_R,T IINEFSa82ySttA]l FLyflaPOdPYP 4A
2 i CI/CD ve Continuous Security Monitoring

Al Lk/5 &NNBeoef SNA AfS {.ha A3

0SAa0ft SNAYAY dz23dzZ yYIFAaPE {SC

@\MMQSYféNJ\ EISNJJeﬂé‘[fééii)\ NI

NY lyr ef P { Pl Yl oldpSa i A

RNON] &aSOA&StA wm rﬁé

U &



PSIRT Home

€PATi  PsIRT Portal

Security Advisory 2026-01-26

lodash - Prototype Pollution Vulnerability
o

Advisory ID Product
EPA-SA-2026-1666 Antikor NGFW Fixed Download JSON

Vulnerability Status CSAF

Affected Versions Fixed Versions

< 2.0.1306 2.0.1306
Vulnerabilities
CVEID Status Description Score
CVE-2025-13465 m Lodash has Prototype Pollution Vulnerability 6.5
CWE-1321 Lodash has Prototype Pollution Vulnerability

Impact: Lodash versions 4.0.0 through 4.17.22 are vulnerable to prototype pollution in the *_.unset” and
*_.omit” functions. An attacker can pass crafted paths which cause Lodash to delete methods from global

prototypes. The issue permits deletion of properties but does not allow overwriting their original behavior.




QNCIKOr ¢ Continuous Security Monitoring
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Vulnerabilities

«» Projects
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+ Create Project ‘ B~ B - Search

Tags

GLOBAL AUDIT Project Name 4 Version Latest 4 Classifier % LastBOMImport 4 BOMFormat % RiskScore 4%  Active 4 Policy Violations  Vulnerabilities

Vulnerability Audit b Antikor NGEW future
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QNCIKOr ¢ Continuous Security Monitoring

DefectDojo- DevSecOpsASPM (application security posture mgmt.), Vulnerability Mgmt.

HEFECTDOJO Search.. B sm=x- =
0 DefectDojo Pro Cloud and On-Premise Subscriptions Now Available! Create an account to try Pro for free!
L Active Engagements Last Seven Days - Closed In Last Seven Days
A View Engagement Details View Finding Details [+]
View Finding Details [+]
&8
Historical Finding Severity Reported Finding Severity by Month
M Critical 100 -
Lt 1| High : W Critical
Medium 500 — | | [ ] ngh_
= Medium
- B Low W Low
- Informational 500 | . |
bl
=22
400
1+ -
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Antikor Dual Layer SD-WAN: Cok Kanalli Sifreleme (Multichannel Encryption)

VLAN'larin Bagimsiz ve Givenli Taginmasi

L

Antikor Kriptolu Dual Layer SDWAN

@ VLAN10I VLAN10I @
o (Kirmizi) m . (Kirmizi) o
Kripto Kanali 1 (AES 256 GCM) - Bagimsiz Sifrell Tunel LAN 4
VLAN 20 M VLAN 20 =
lﬁi Kripto Kanall 2 (ChaChe20-Poly 1308) - Bagimsu Sifrell Tunel ~ - ——— 4 ZI
= (Mavi) _ ' (Mavi) :
@ ‘ LAN 5
Knpto Kanali 3 (AES-256 GBC) « Batimsiz Stfrell Tunel
% VLAN 30 I VLAN 30 l %
(Yesil) " : - . (Yesil)
ELE Giivenli Olmayan Ag A
(Internet/MPLS)
Lokasyon 1 Lokasyon 2
(Merkez) (Sube)

Her VLAN icin ayn bir sifreleme tiineli olusturularak, veri trafigi izole edilir ve giivenlik en list diizeye ¢ikarilir.
Farkl kripto algoritmalan desteklenir. Her VLAN, hedef lokasyonda fiziksel olarak ayrilmig bir porta teslim edilir.

Antikor SD-WAN: Guvenlik, Performans ve Esneklikte Sinirlan Zorlayan Teknoloji.
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U AES2585CM16

AEAD 256 bit Anahtar 128 Dbit Bakl ang
Authenticated Encryption (Initalization Vector)

Authenticated Decryption
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Resistance to Quantum Computing

The threat of quantum computing to cryptography has been well-publicized.
Quantum computers work very differently than classical ones, and quantum
algorithms can make attacks against cryptography much more efficient.

In the case of asymmetric encryption algorithms (like RSA), quantum computing
completely breaks them. However, for symmetric algorithms like AES, Grover’s
algorithm - the best known algorithm for attacking these encryption algorithms —
only weakens them. Grover’s algorithm decreases the effective key length of a
symmetric encryption algorithm by half, so AES-128 has an effective key space of
264 and AES-256 has an effective key space of 2"128.

However, while this seems significant, it doesn’t break either algorithm. With the
right qguantum computer, AES-128 would take about 2.67*10"2 years to crack, while
AES-256 would take 2.29%10"32 years. For reference, the universe is currently
about 1.38%10"10 years old, so cracking AES-128 with a quantum computer would
take about 200 times longer than the universe has existed.







